February 28, 2023
Nihon Kohden Corporation

Response to Vulnerabilities of OpenSSL

Dear Customers,

Nihon Kohden is continuing our analysis of vulnerabilities of OpenSSL (CVE-2023-0286, CVE-
2022-4304, CVE-2023-0215, CVE-2022-1292, CVE-2022-2068, etc.) which were disclosed on
or before February 8, 2023. We are investigating the impact on products and systems
manufactured by Nihon Kohden.

Nihon Kohden will continue monitoring the status of any vulnerabilities and share any
information on the Nihon Kohden global website if we have any updates.

As a general guideline Nihon Kohden recommends all customers maintain good security
practices and isolate NK equipment from other devices.
1) Please make sure that no unauthorized equipment is connected to the hospital network.
2) Please make sure that the equipment connected to the network is secured by separating
the hospital network from external networks, such as by a firewall.

Please feel free contact us at the following URL with any questions and concerns you
have.
Contact Us | Nihon Kohden Global Site



https://www.nihonkohden.com/contact.html
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