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CNS-6201 Central Monitor Vulnerability (CVE-2025-59668)  

1. OVERVIEW 

The CNS-6201 central monitor (applicable versions: 01-03, 01-04, 01-05, 01-06, 02-10, 02-11, 02-40) 

may experience performance degradation or malfunction due to a Denial of Service (DoS) vulnerability. 

2. VULNERABILITY ID 

CVE: CVE-2025-59668 

JVN: JVNVU#96989989 

EUVD: EUVD-2025-31674 

References / Related Entries 

CISA: ICSMA-25-296-01 

3. DESCRIPTION 

⚫ Software/Products containing the vulnerability 

Product Name: CENTRAL MONITOR 

Product Model: CNS-6201 

Versions: 01-03, 01-04, 01-05, 01-06, 02-10, 02-11, 02-40 

⚫ Type of Vulnerability 

CWE-476: NULL Pointer Dereference  

⚫ Vulnerability Description 

In the relevant version of the CNS-6201 central monitor, if an attacker sends a specially crafted 

UDP packet, a NULL pointer dereference occurs during the receiving process, causing the process 

to terminate abnormally and resulting in a Denial of Service (DoS) condition. Exploiting this 

vulnerability does not require authentication, and it can be reproduced as long as the UDP service 

is reachable on the network. 

4. IMPACT 

If this vulnerability is exploited, it may lead to a Denial of Service (DoS), resulting in reduced Availability. 

The impact is limited to availability, with no direct effect on Confidentiality or Integrity. At this time, there 

have been no reports of arbitrary code execution or privilege escalation, nor have there been any reports 

of harm to patients’ health or decreased availability caused by this vulnerability. 

5. CVSS SCORE 

CVSS v4.0 Base Score: 8.7 / HIGH 

CVSS v4.0 Vector: CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:H/SC:N/SI:N/SA:N 

CVSS v3.1 Base Score: 7.5 / HIGH 

CVSS v3.1 Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H 

 

  

https://www.cve.org/CVERecord?id=CVE-2025-59668
https://jvn.jp/en/vu/JVNVU96989989/
https://euvd.enisa.europa.eu/vulnerability/EUVD-2025-31674
https://www.cisa.gov/news-events/ics-medical-advisories/icsma-25-296-01
https://cwe.mitre.org/data/definitions/476.html
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6. RESOLUTION 

The vulnerabilities identified in this advisory exist in versions for which support has ended. For this 

product, maintenance support in the United States ended in September 2024 (EOS), and maintenance 

support for the relevant versions has already ended in other countries as well. We kindly request that you 

migrate to successor products. 

If you choose to continue using the product, please ensure the following supplementary controls are 

strictly implemented under the responsibility of your network administrator: 

• Isolate the affected products from the internet and any untrusted systems. 

• Monitor all network traffic attempting to reach the affected products and log any suspicious activity. 

• If integration with systems such as HIS is necessary, establish a boundary device (firewall or router) 

between the physically separated monitoring network and other networks, and explicitly allow only 

the minimum necessary communications. 

• Ensure redundancy in monitoring capacity by using either a bedside monitor or a medical telemetry 

system to create a redundant connection to the network. 

 

If a Denial of Service (DoS) incident occurs, press and hold the power switch located on the front of the 

main unit for at least 5 seconds to force a shutdown. Then, press the power switch again to turn the 

power back on. 
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Please feel free contact us at the following URL with any questions and concerns you have. 

Contact Us | Nihon Kohden Global Site 

https://www.linkedin.com/in/jaredpquinn
https://www.nihonkohden.com/contact.html

